
TOPIC: Cybersecurity 

 

I. General information 

Computer security, also known as cyber security or IT security, is the protection of 

computer systems from the theft or damage to their hardware, software or information, as 

well as from disruption or misdirection of the services they provide. Cyber security includes 

controlling physical access to the hardware, as well as protecting against harm that may 

come via network access, data and code injection. Also, due to malpractice by operators, 

whether intentional, accidental, IT security can easily change from secure procedures 

through various methods. This sphere is  becoming more and more widespread because 

of growing importance due to the increasing reliance on computer systems and the 

Internet, wireless networks such as Bluetooth and Wi-Fi, and the growth of "smart" devices, 

including smartphones, televisions and tiny devices as part of the Internet of Things. 

 

II. Background 

The growth of the Internet has allowed people to connect in ways previously unimagined. 

This new interconnectivity has allowed for collaboration and partnerships to reach 

unprecedented levels and has permitted the world to become a much smaller place. 

However, along with the benefits of the Internet, there are many new dangers created by 

this technology. The very nature of the Internet allows for individuals to hack information 

systems to steal information, cripple the delivery of services, and commit fraud.  These 

cybercrimes are difficult to fight against, so it takes an international effort to combat them.  

Each year, there is about 556 million victims of cyber attacks.  

 

III. Last events 

In past years, Unated States of America has became the country that has more cybercrime. 

This is because it is the Global leader country which has all technological resources 

available. Recently, Russia had been hacking the USA. Russia tried to hack the elections so 

Donald Trump could win. Because of the results, the CIA has been going deep with this 

issue, but the chief of CIA told that if USA tries to hack Russia for revenge, could lead to a 



cyberwar.                  

The German Government has been developing a major programme to protect its computer 

networks and supply systems for any kind of cyber attack. Defending Germany’s 

infrastructure from direct cyber attacks has become routine for the Government’s IT 

specialists. According to experts, Germany suffers four to five such attacks every day. A new 

institution - the National Cyber Defence Centre which will be responsible for detecting 

potential threats, analyzing them and coordinating the necessary measures to disable the 

threat. In addition, a National Cyber Security Council will be established.                                                                                                                                                                                       

 

IV. Previous attempts to resolve the problem 

In September 2015, Chinese President Xi Jinping and American President Barack Obama 

met and discussed issues related to cybersecurity and came to a tentative agreement. 

Obama administration officials 15 days before President Xi's came to Washington had 

warned that disagreements over cyberwarfare may lead to sanctions by the US government, 

and that products might not be able to be sold on international markets . In their meetings, 

they discussed steps each government should take to curb cyber-spying on boths sides and 

they agreed to disallow any hackers from committing acts of cyber espionage. 

 

V. Additional questions 

1. Has your nation had to respond to any internal cyber attacks? If so, how? 

2. How does your delegation government should help the people that have been 

affected? 

3. Have others helped your country with this issue? In which ways? 

4. What actions has your country taken to prevent cyber attacks within your own 

country? 



 


